TECHNOLOGY INSERTION

Implications of Commercial Product
Insertion into the National Defense

“The Rest of the Story”
TOM CASTINO

aul Harvey is a something of a
legend in radio newscasting.
First he reads you the headlines
from today’s newspapers, and
then he gives you, “the rest of
the story.” This is usually a follow-up to
a recent headline, or even from some
historical event. The rest of the story
provides insight gained from an after-
the-fact perspective, or implications of
how the story may have affected other
events, people, or places. So, as the re-
spected Mr. Harvey would say, “What’s
the rest of the story in commercial prod-
uct insertion into the U.S. military?”

Before we examine individual aspects
of “the rest of the story,” let’ first get an
understanding of what the Commercial
Off-the-Shelf’ (COTS) story is all about.
What does it mean to the DoD—to the
industrial base and to the testing and
evaluation sector?

A Decade of Migration

Toward COTS

Over the past decade, our nation’s mil-
itary has been moving toward com-
mercial products and practices when-
ever possible. More specifically, this
means that the DoD is migrating:

 toward a Just-in-Time inventory in-
stead of a Just-in-Case stockpile ap-
proach to inventory; and

« toward international standards like
those set by the International Orga-
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nization for Standardization, or ISO—
and away from military-unique in-
spection processes.

Moreover, as this migration has gained
more momentum over the years, the
value of product testing and safety has
become even more important.

For more than a century, Underwriters
Laboratories Inc. (UL) has served as a

FIGURE 1. Product Category Standards

Category

Electrical Construction
Materials

Construction materials,
industrial HYAC equipment;
tanks and accessories

Appliances; tools; test and
measuring equipment;
information technology
equipment

Fire protection/suppression;
burglary protection and
signaling equipment

Test method and component

Representative Samples

flexible metal conduit; enclosures;
wire and cable; fuses; wire
connectors; circuit breakers

fire doors; steel inside tanks;
refrigerating units; fire dampers;
air filter units

portable electric tools; heating pads;
microwave ovens; coffee makers;
information technology equipment;
measuring and testing equipment

fire extinguishers; hydrants; holdup
alarm units and systems; burglary-
resistant safes

plastics; printed wiring boards; tests
for flame propagation of fabrics

Approximate
Coverage (%)

40%

22%

21%

9%

8%

and films; tests for fire resistance
of roof covering materials.

key architect of the U.S. product safety
system, while providing unparalleled
U.S. market acceptance. UL is working
for a safer world through its unwaver-
ing commitment to public safety, ab-
solute integrity, and independence.

For these reasons and because of a
shared mission of safety, the Federal
Government has relied on UL for the
past 25 years to help streamline its stan-
dards development and acquisition
processes.

Back in the 1970s, DoD realized that it
could reduce costs significantly by buy-
ing COTS products—the non-combat
variety. Prior to this time, the DoD had
contracted out to select vendors, man-
ufacturing products to their own stan-
dards—either MilSpecs [Military Spec-
ifications] or FedSpecs [Federal Speci-
fications]. This can be a costly process.
A coffee maker customized to MilSpec
manufacturing standards is much more
expensive than buying the familiar off-
the-shelf variety. And the coffee tastes
the same.

After DoD started to buy more and more
products off the shelf, it made even more
sense to review MilSpec standards rel-
ative to the content of UL Standards. It
simply made good business sense con-

sidering the fact that the products of
most American manufacturers complied
with UL Standards of Safety.

Over the past two decades, the DoD has
adopted 164 of more than 775 UL Stan-
dards. These can be broken down into
five product category standards, repre-
senting some of the most widely used
commercial products utilized by the Na-
tional Defense (Figure 1).

Most of these products bear the UL Mark
of Safety, as they are released direct from
a manufacturer or to a government
warehouse, awaiting distribution to any
number of military locations and ap-
plications.

Safety and COTS
But in terms of military applications,
how does safety play a role in COTS?

UL AND THE U.S. GOVERNMENT...A
SHARED MissiON

The National Defense, and to a greater
extent the U.S. Government, share a
mission of safety with UL. The militarys
concern for safety is not unlike UL's mis-
sion of promoting public safety and en-
vironmental protection. However, to
successfully support the mission of na-
tional defense, the safety of military per-
sonnel and their families should be of

PM : MARCH-APRIL 2002 23



FIGURE 2. Manufacturing Process to End-Use Distribution
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T
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Warehouse

T
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utmost importance. One example would
be product safety. From a broader safety
viewpoint, it’s just as important for a
missile launcher as it is for a toaster oven.
This could be an actual product or a
component—for example, electrical
wiring, or insulation—which comprise
almost half of the UL Standards adopted
by the government. If we can't be con-
fident that everyday products meet min-
imum safety requirements, its difficult
to be confident in more sophisticated
technologies and applications.

The U.S. Government and UL both
share a mission of public safety, and ex-
citing opportunities to work together
are becoming ever more apparent.

SAFETY AND THE NATION'S AGING
WIRE INFRASTRUCTURE

For example, the National Transporta-
tion and Safety Board (NTSB) concluded
that a TWA crash was the result of a
short circuit spark near a fuel tank—
due to an older, deteriorating electrical
wiring system. The NTSB recommended
further research into new technology
that could prevent the sparking. This
new technology is in the form of Arc-
Fault Circuit Interrupters (AFClIs).

Also last year, the President’s Advisor
from the Office of Science and Tech-
nology Policy stated that “a coordinated
government-industry partnership is re-
quired to resolve the hazard of aging
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Military

wire systems....” And this not only ap-
plies to aircraft, but to nuclear power
plants and NASA equipment as well.

UL was recently asked to participate in
an important study, along with other ex-
perts from the military, Consumer Prod-
uct Safety Commission, Department of
Energy, and the National Transportation
Safety Board.

The panel was mainly concerned with
two problems:

« How to test an aging wire infrastruc-
ture for potential problems.

< How to better protect the wire itself
through the application of new tech-
nologies such as AFClIs.

For both of these problems, UL offered
its electrical research and testing exper-
tise, which had already spearheaded and
developed the safety standards for
AFCls. This is a prime example of how
UL and DoD could work together in the
future—which brings us to our first gen-
eral implication.

Opportunities for UL and DoD to work
together throughout the entire acquisi-
tion cycle are growing—from develop-
ing standards, to enhancing the manu-
facturing and pre-shipment processes,
to specialized testing on commercial
products for military applications.

SAFETY ADDS VALUE

Another general implication is that safety
adds value to the product. Studies have
shown that over 60 percent of the con-
sumer public would not buy an electri-
cal product without a safety mark. This
generally refers to the UL Mark, with 17
billion released in 2000 alone.

Consumers today are better informed
than ever. They understand that when
products are brought into their own
homes, safety cannot be taken for
granted. The real issue is the cost of prod-
uct testing, which can decrease the bot-

FIGURE 3. Quality Registration Systems

* SO 9000: An overall quality management system standard

— industry-wide

» QS-9000: A standard specific to the automotive industry

* TE Supplement: A standard for suppliers to the automotive in-

dustry

+|SO 14001 An international standard for environmental man-

agement systems

» AS 9000: A standard specific to the aerospace industry

* VDA 6.1: A standard required by German automobile manu-

facturers

* TickIT: A standard specific to the information industry




FIGURE 4. Distribution Model
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tom line and therefore be vulnerable to
criticism.

Dokes SAFeTY ApD VALUE

TO A PRODUCT?

That’s been a question posed to the test-
ing and evaluation community by both
the military and industrial sectors over
the years. And here’s another guestion
to consider, “What value do you put on
human safety?” What liability risks and
loss of property are you willing to as-
sume? In other words, what price are
you willing to pay when safety is not a
demand driver?”

When those questions and the associ-
ated answers are considered, testing and
evaluation can be viewed as an invest-
ment, aimed at improving the products
used by military personnel. Whats more,
the National Defense Program Managers
who buy off-the-shelf are the same con-
sumers who bring UL Listed products
into their own homes. When viewed
from that perspective, each one of us is
a consumer!

So far in this analysis, two general or
overarching implications have emerged:

= Opportunities to work together.
« Safety adds value.

But emphasis needs to be placed on
more specific implications, so lets take a

End Use

Military

closer look at where we've been, where
we are—and where we might be head-
ing with commercial product insertion
into National Defense systems.

“COTS Means Business!”
That is what could have been ripped
from the headlines had Paul Harvey re-

ported this story. The most positive and
immediate implication was the tremen-
dous business opportunity for all of us—
both public and private sectors. The mil-
itary has been reducing costs and the
manufacturer has been increasing rev-
enues. But the more specific implica-
tion for the testing and evaluation sec-
tor is that voluntary standards decrease
redundancy and duplication of efforts.

The sheer scope of commercial product
insertion can be seen through a few ex-
amples: off-the-shelf electrical compo-
nents are finding their way into nuclear
submarines, missiles, and aircraft.

On the other hand, an equally functional
$75 dollar off-the-shelf model has re-
placed a $400 MilSpec power drill from
a decade ago.

So what’ the more specific implication
here? If you buy a product off-the-shelf, it
can meet all military applications.

The Rest of the Story!
But as Mr. Harvey would say, “Heres the
rest of the story.”

Jf we can’t be confident

minimum safely requirnemends,
it’s diffficult to be confident
in moae sophisticated

technologies and applications.

FIGURE 5. Representative Pre-Shipment Specifications

* Color verification

* External finish quality

* Lot quantity

* Thickness, volume, and weight
* Label markings

* Model numbers

* Packaging

* Shipping addresses

* Bar code verification

* Performance tests

* Accessory characteristics

* Indoor/outdoor temperature
* Humidity resistance

* Dust protection

* Special end-use conditions
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FIGURE 6. Two Ways of Validating Product Before Shipment
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Now for many products a one-size-fits-
all implication holds up—but in most
cases, one size does not fit all. A very
comprehensive study last year by the
Office of the Secretary of Defense enti-
tled, “Commercial Item Acquisition:
Considerations and Lessons Learned,”
predicted that a gap will exist between
DoD and commercial use—and the gap
may be large.

Customization

In all cases, program offices and con-
tractors alike discovered that the com-
mercial items lacked essential capabili-
ties, requiring extensive customization.
This resulted in cost and schedule over-
runs that could have been avoided, if
only the contractors and stakeholders
had held open communications before
production.

However, some customization will al-
ways be expected, considering the scope
and breadth of military applications. For
instance, DoD buys a lot of trucks.
What’s more, the military classifies trucks
as a commercial product. Yet, some of
those trucks are used in military-unique
applications and subject to customiza-
tion. An example would be a longer ex-
haust pipe installed on certain trucks
driving through rivers.

So the more realistic implication is that
one size does not fit all, because some
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form of military-unique requirement
will always be embedded within the
COTS program. This implication should
lead us to a solution that could reduce
or—at best—facilitate those special
needs cost effectively. Included in this
solution are standards development prior
to the manufacturing process; and in-
spection, testing, and auditing during
and after the manufacturing process.

Standards Development

Lets look at the very first step in the pro-
curement cycle, i.e., standards devel-
opment.

UL is very excited about its new, en-
hanced standards development process.
The Standards Technical Panel (STP) is
comprised of balanced participation
from diverse groups. Consumer advo-
cates, manufacturers, AHJs (Authorities
Having Jurisdiction), engineers, and mil-
itary government representatives—all
will have an equal voice in the process
from the very start of the standards de-
velopment and revision processes. In
this way, DoD? interests will be repre-
sented before the product is ever pro-
duced.

This holds great promise for strength-
ening the COTS program—by provid-
ing more commercial items that the mil-
itary could directly insert into the
National Defense system. In fact, UL is

asking DoD to help identify new can-
didates who may be future panel mem-
bers. In terms of open communications
to reduce the gap between off-the-shelf
products and customization, UL's new
STP process is an initiative with great
potential whose time has come.

Does One Size Fit All?

Another COTS assumption is that tar-
geting “basically generic” products can
achieve a one-size-fits-all goal. But just
the opposite has been the case. Just con-
sider the problem faced by manufac-
turers of electrical sleeves that are used
for insulation. If they wanted to partic-
ipate in the COTS program, they had to
manufacture a special electrical sleeve
to a MilSpec. This meant producing two
different lines: one for commercial use
and one for the military. And of course,
maintaining two different inventories
can only increase overhead costs.

The solution? Elevate the manufacturers
base requirements to the higher mili-
tary specifications and produce just one
sleeve. The end result raised the quality
standards for the consumer sector—a
win-win scenario.

Another implication is that if the DoD
is buying more commercial products,
they need to embrace commercial “best
practices” in the distribution system—
from the plant or warehouse to the ac-
tual end user. In fact, the military has
been forced to make major distribution
changes, because inventory control has
become a serious issue.

A Report to the Congressional Com-
mittees by the General Accounting Of-
fice (GAO) last November stated,
“...The lack of adequate controls over
inventory shipments could substantially
increase the risk that millions of dollars
will be spent unnecessarily. For exam-
ple, GAO records indicate that the Army
could not account for about $900 mil-
lion dollars in shipped inventory for
1998....”

Retired Army Gen. Henry “Hugh” Shel-
ton, former Chairman of the Joint Chiefs
of Staff, reported, “...The military is
looking for ways to improve its distrib-



FIGURE 7. Site-Specific Specialized Testing

PURPOSE SITE-SPECIFIC
OF TEST CONSIDERATIONS
Investigative

Does a certain plastic give off toxic fumes under

high temperatures? Or when subjected to fire,
does it give off toxic smoke that would impair
visibility and be harmful?

Functionality

Will a power tool operate under "Desert Storm"”

conditions with sand and heat factors? Or under
jungle conditions with high humidity and temper-

atures.
Reliability

High
Technology

Will a certain product perform reliably?

Are signal disruptions present in the form of
electromagnetic interference or lasers?

ution systems....” This would support
the migration to commercial “best prac-
tices” such as 1SO and Just-in-Time
models. But to facilitate this kind of
quick and nimble distribution system,
certain quality assurance programs must
also be in place to ensure accuracy—ac-
curacy in the integrity of the product it-
self, accuracy in the shipment ordered,
and accuracy in military-specific end-
use applications.

Best Commercial Practices—

UL’s Adjunct Services

ULs adjunct programs such as: Quality
Registration Systems, the I1SO 9000 se-
ries Commercial Inspection and Testing
Services, and Specialized Testing are de-
signed to enhance DoD’s distribution
system, as it evolves to a “best com-
mercial practices” model. The military’s
current “Manufacturing Process to End-
Use Distribution Model” is depicted in
Figure 2 (p. 24).

QUALITY REGISTRATION SYSTEMS
UL assesses and registers organizations

whose quality systems conform to in-
ternational standards such as the ISO
9000.

While many are familiar with 1SO 9000,
its relationship to COTS is not always
clearly understood. In fact, discussion
within the military procurement com-
munity has focused on whether ISO
9000 should be an allowable expense

on a DoD contract. This is a valid con-
cern. Consider, however, that to have
an effective program, I1SO 9000 must be
directly tied to specific procurement
processes and procedures. And in terms
of military procurement, that covers
everything from when the purchase or-
ders are issued, to contracts being is-
sued, to the whole manufacturing
process, to documentation of shipping
and distribution. In other words, I1SO
provides the framework—and for it to
be cost effective, the military needs to
specify requirements within the frame-
work, i.e., the more exacting the specs,
the more effective the ISO standards. In
this way, ISO can provide a higher level
of confidence that the National Defense
will receive a consistently high-quality
product, packaged and shipped in a con-
sistent manner.

The key benefits to the manufacturer are:
higher levels of international market ac-
ceptance and fewer product returns. The
key benefits to the military are: gaining more
control over inventory systems through
ISO quality assurance, which can be
translated into a tremendous cost sav-
ings. This military benefit has to be lever-
aged against the newer Just-in-Time in-
ventory system, which has reduced the
number of government warehouses and
the associated cost burdens.

The specific implication here is that,
once warehouses have been eliminated,

the military will need even higher lev-
els of confidence from its suppliers. A
Just-in-Time delivery system leaves lit-
tle margin for error. In this scenario,
quality registration systems would pro-
vide the extra measure of confidence.
Some of the applicable registrations are
shown in Figure 3, p. 24.

By overlaying a Quality Registration Sys-
tem (QRS) on the Distribution Model
(Figure 4, p. 25), a higher level of ac-
curacy can be achieved through more
stringent requirements and processes.

COMMERCIAL INSPECTION AND
TESTING SERVICES

Whereas, QRS validates the manage-
ment system, ULs Commercial Inspec-
tion and Testing Services (CITS) can val-
idate and verify the actual order or “lot”
before shipment. Consider the current
situation.

Procurement is worldwide, and recently
the DoD has relied on local sourcing
whenever and wherever possible. So the
need for pre-shipment inspection is be-
coming increasingly more important.

Many buyers require source inspections
(factory assessments, pre-shipment in-
spections, etc.) because they are either
unsure that the supplier or source will
indeed ship the product that has been
specified, or the complexities and asso-
ciated risks demand it. Examples of pre-
shipment specifications that could be
verified are shown in Figure 5, p. 25.

Since suppliers can ship products that
are not in compliance with the buyer’s
specifications, due to unintentional er-
rors, quality problems, or simple mis-
communications, the need for inspec-
tion and testing services exists. And UL's
service program can check that prod-
ucts made at the manufacturing source
(or port of entry) meet delivery specifi-
cations and requirements.

In many cases, the military may have a
higher specification that falls outside of
conventional usage, therefore requiring
additional testing. By using UL's testing
expertise with over 18,000 products,
field representatives in 90 locations
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worldwide could perform or witness
whatever tests were specified at the point
of manufacture. This would eliminate
the need for sending military inspectors
all over the world to perform the same
activities. UL has Field Representatives
on the ground who could evaluate both
the quality and accurate delivery of
goods. And this is before the military
would actually take ownership of the
products.

So in brief—heres “the rest of the story”
in validating product before shipment.

Essentially, there are two ways to ac-
commodate such validation (Figure 6,
p. 26). The dark arrows in Figure 6 rep-
resent QRS, which validates the system
to ensure consistency of quality. The
clear-tipped arrows represent CITS,
which validates consistency through pre-
shipment inspection and testing. To-
gether, UL's Quality Registration Sys-
tem and Commercial Inspection and
Testing Services could help improve the
National Defense inventory control sys-
tem.

SPECIALIZED TESTING “...WHERE SITE
NEEDS MUST PREVAIL...”

UL tests many products that are pur-
chased off-the-shelf by the DoD for
everyday use. In many instances, the UL
Mark is the only indicator needed to
show that the product meets safety re-
quirements. While these products would
not meet certain rigorous military spec-
ifications, they are certainly appropri-
ate for everyday military use—if used
in a “consumer-like” environment. For
example, coffee makers and air-condi-
tioners at Fort Braggs office facilities.

But other products and devices in-
tended for everyday use—such as small
household appliances—also may be
used in military environments. Under
such conditions, products are expected
to perform under more rigorous usage,
i.e., temperature/humidity extremes,
dust and dirt, acidic/caustic fumes, haz-
ardous and flammable gases, and the
like.

In those instances, UL can perform site-
specific specialized testing on products
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targeted for extreme conditions, as cat-
egorized in Figure 7 (preceding page).

Figure 8 below represents an idealized,
Full-Complement-of-Services Distribu-
tion Model, with UL's Specialized Test-
ing.

UL and High-Technology Testing

Of particular interest to the DoD, are
ULS Electromagnetic Compatibility Test-
ing (EMC) and laser testing—two areas
of increasing military concern as emerg-
ing threats.

In addition, UL has five EMC laborato-
ries in the United States and various lo-
cations worldwide that can conduct tests
and issue an international EMC Mark.

ULS laser testing program is designed to
provide very specific testing needs.
Manufacturers, government agencies,
and others may request that a third party
provide this kind of measurement data.
UL can perform and report whatever
test data is required in this capacity.

For additional information, http:/Aww.ul.
com is a comprehensive resource for any
of the adjunct services referenced in this
article.

Stay Tuned
Commercial product insertion has pos-
itively impacted the military, the indus-

trial base, and the testing and evalua-
tion sectors—although it is not the one-
size-fits-all approach that many had
hoped.

Overall, there appear to be two “big pic-
ture” or overarching implications emerg-
ing: 1) opportunities to work together
throughout the acquisition cycle
abound; and 2) safety adds significant
value.

In looking at the “rest of the story,” the
following more specific implications
were discovered:

< The military is reducing costs.

< The manufacturers are increasing rev-
enues.

« One size off-the-shelf does not fit all.

« The distribution channel is migrating
toward a commercial “best practices’
model.

Most importantly, however, it was also
discovered that UL and the National De-
fense community are truly working to-
gether for a safer world. So what'’s the
“rest of the story” in the years to come?
Stay tuned. And as Paul Harvey would
sign off, “Good Day!”

Editor’s Note: Castino welcomes ques-
tions or comments on this article. Con-
tact him at tom.castino.ul.com.

FIGURE 8. Full-Complement-of-Services Distribution Model
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